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a b s t r a c t
Solutions for a secure data dissemination in Vehicular Ad-hoc Networks (VANETs) are
increasingly adopting robust cryptography schemes as more lightweight, trust-based
approaches often lead to serious problems such as illusion, collusion and sybil attacks, to
name a few. This article shows that it is possible to hinder the dissemination of false warning events in VANETs and limit the amount of messages a node can send within a given period of time by applying well-known cryptographic techniques. To achieve this twofold goal,
the method we present is based on two simple concepts already used in security mechanisms to provide accountability and to combat spam and denial of service attacks, namely
the use of certiﬁcates and Proof-of-Work (POW) systems respectively. Basically, our scheme
not only discourages nodes from transmitting fake event warning messages but also serves
as an effective non-repudiation evidence for different types of dishonest behavior within a
VANET. Our analyses on both the performance and security of our scheme show its feasibility in VANETs.
Ó 2011 Elsevier Ltd. All rights reserved.

1. Introduction
Vehicular Ad-hoc networks (VANETs) are a promising communication scenario which allow vehicles to interchange information. In this way, new applications and services can be offered to the vehicle, leading to improvements on different issues
like road safety or infotainment (Olariu and Weigle, 2009). Driving assistance is one of the key areas to apply these improvements. Receiving data referred to the trafﬁc status can help the driver making the appropriate decisions. It allows the driver
to better know the current context, as her knowledge is not restricted to what is on her ﬁeld of vision. In particular, such
vehicular emergency warning systems cooperatively communicate with each other when they detect a dangerous event, like
a bottleneck or a slippery road. The message structure ‘A la carte’ from the SAE J2735 standard enables such a warning communication (SAE, 2009a).
Basically, whenever a potential warning road condition is detected by the on-board component called On-Board Unit
(OBU), the warning message system generates a new message and disseminates it beyond the immediate transmission
range. As the received data can affect the driving task, they must be trustworthy. In other words, the received data must
accurately reﬂect the road trafﬁc status. Data forgery or alteration must be totally avoided. However, there are several ways
to perform attacks in this area. In fact, each phase of the associated data management cycle (i.e. data creation, transmission,
storage and evaluation) can be compromised, as shown in Fig. 1. In this data creation phase, both the sensors and their connections between the OBU and the Hardware Security Module (HSM) can be easily attacked and, therefore, fake data can be
created (Wolf et al., 2004). With respect to the transmission, message routing in VANET also allows the intermediary nodes
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Fig. 1. Phases of the data management cycle that our proposal implements with new functionality, i.e. in both the sender’s HSM to generate the evidences
and the receiver’s HSM for verifying such evidences.

to manipulate the relayed data (Golle et al., 2004). Finally, the storage and evaluation phases can as well be attacked if they
are not performed in a HSM (Papadimitratos et al., 2008a), with the consequence of storing fake data or getting a wrong conclusion from data evaluation.
In particular, suppose a scenario where the major motivations for the attacker are to either prevent other vehicles from
taking some road segment or indirectly suggest an alternative one. In this context, she may create a false trafﬁc-jam warning
message regarding that route and disseminate it in bulk. Similarly, if a vehicle happens to suffer from a sensor’s accidental
defective functioning, it could start, without its keeper knowing it, sending a signiﬁcative amount of wrong messages while
circulating. As a consequence, receiver vehicles will have to process these messages and dedicate some time to assess the
plausibility of the message, which would be more or less effective depending on the speciﬁc error in the sender vehicle. However, plausibility checks (Ostermaier et al., 2007; Lo and Tsai, 2007), by their own, do not prevent receivers wasting its processing resources. In fact, if intelligently planned, plausibility checks can be ineffective for receiver vehicles to detect such
false messages. This situation worsens even more if the attacker controls several nodes, as it is usual to assume in this context that a message will have more reputation if received from several sources or more times. These scenarios suggest that an
a-priori countermeasure to limit such a ﬂooding-based attack is needed, whilst an accountability service is also desired as an
a-posteriori mechanism to penalize such dishonest behaviors.
Given the huge amount of attacks that can compromise the data dissemination, several research contributions have focused on designing mechanisms to face this threat (Raya and Hubaux, 2007). However, they are mainly intended to avoid the
undesirable consequences that can happen from a false context information given by other vehicles such as the so called
intelligent collisions (Blum and Eskandarian, 2004). In addition, most of them concentrate on strengthening the evaluation
phase, specially by introducing reasoning techniques to decide the plausibility of a given message. Despite their promising
results, these techniques, when deploying separately, do not offer a complete protection against the mentioned attacks.

1.1. Overview of our proposal
In this work, we present a complementary approach to that of the previous contributions. Our goal is to hinder the dissemination of false event warning messages in VANETs and limit its undesirable consequences in receiving nodes, including
the waste of resources. To achieve this two-fold goal, we propose a mechanism that, on one hand, provides accountability
regarding the messages sent by a node and, on the other hand, decreases the very creation of false messages a node can send
to some extent.
For the latter purpose, we propose a mechanism that requires senders of event warning messages (EWMs) to perform a
non-negligible amount of computation and then attach an evidence of this computational work to the EWMs, yet original in
the VANET context up until now. This computation cost (called Proof-Of-Work, POW) should be enough to discourage dishonest vehicles from ﬂooding the same message (e.g. under different pseudonyms or compromising multiple nodes for that purpose). Moreover, the workload imposed by the POW should be reasonable enough according to, ﬁrst, the computation
capabilities of current OBUs and, second, the immediacy required for vehicular communications. In this context, POW mechanisms serve as an a-priori countermeasure against warning data forgery (Daza et al., 2008; Ostermaier et al., 2007; Golle
et al., 2004) by imposing a limiting factor for the amount of messages that vehicles could send. Experiments conducted will
show that the selected POW functions set the necessary upper bounds to the amount of fake messages transmitted whilst
demanding a moderately hard effort for legitimate users.
To give evidence about the performed POW, inter-vehicle warning messages will contain a new structure called Event
Warning Certiﬁcate (EWC) that comprises the event-related data along with the POW evidence, among other ﬁelds. Thus,
a given EWM is only considered if there is a valid evidence that attests that the sender performed the required POW, i.e.
a moderately hard computational task which is securely parameterized to avoid pre-computations.
With regard to the former goal, our proposal acts also as an a-posteriori countermeasure against vehicles who transmit
fraudulent EWMs since senders’ signatures attached to EWCs enable tracing dishonest transmissions afterwards (Raya and
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Hubaux, 2007). EWMs are signed by the sender, allowing a posteriori identiﬁcation of nodes that have sent messages containing false data, making it possible to hold senders accountable for their actions, and the taking of the appropriate measures (repair of the malfunctioning sensor or demand of liabilities). In this context, though anonymity is a must,
conventional entities for authentication do exist to avoid attackers sending fraudulent messages without a punishment
(Papadimitratos et al., 2008b).
Thus, our approach is complementary to existing contributions that could be referred to as a-posteriori mechanisms
(Armknecht et al., 2007), since false data can still be created. Although the POW makes it more difﬁcult for attackers to
spread a signiﬁcant amount of forged messages, it does not avoid them but does limit the attackers’ capability to ﬂood
the VANET with false warnings. Moreover, unintentional sensorial errors (e.g. those accidentally produced, not caused by
malicious manipulation) can happen. Hence, once a warning message is received, recipients should verify all the EWC ﬁelds
in order to be sure that they are not being cheated on. Plausibility checks are still necessary, although they are not the only
existing countermeasure.
Finally, static road-side units (RSUs) can (i) work on-line and off-line to, when available, store and transmit EWMs as well
as recollecting every evidence aimed at consequently penalizing misbehavior for threatening road security, (ii) produce a
series of POWs within the nearby area in case a non-interactive POW scheme is deployed, or new POWs on-demand in case
of the interactive POW scheme, (iii) inform vehicles of their own penalties when illegal actions have been committed, and
also (iv) perform aggregation tasks in order to validate a subset of EWMs received from different nodes. Note that, for this
purpose, the more EWMs collected, the more conﬁdence the authorities will have of the observed event.
1.2. Article organization
The remainder of the article is organized as follows. First, an overview of the fundamental building blocks of our proposal,
i.e. the main POW approaches found in the literature as well as the application of digital signatures in VANETs, are presented
in Section 2. In Section 3 we propose a secure event dissemination scheme by creating non-repudiable evidences based on
the use of certiﬁcates and POW mechanisms. Performance and security analysis are presented in Section 4 and 5, respectively. Section 6 presents a brief comparative discussion of our proposal and some related work. Finally, in Section 7 we
establish the main conclusions.
2. Background
2.1. Proof-of-work mechanisms
The idea of demonstrating a computational cost performed in a speciﬁed interval of time, i.e. the well-known Proofof-Work (POW) system introduced by Dwork and Naor in Dwork and Naor (1992), is still being the basis of a number of
recent security protocols (Borisov, 2006). Basically, two entities are involved in such a process, most in the way of a
challenge–response protocol, in which usually one party (the veriﬁer) asks the other (the prover) to complete a simple test
or puzzle before granting access to a resource or providing a certain service. Provers cannot obtain the requested material
without expending a minimal amount of computational resource, and showing the expected evidence.
There are two classes of POW protocols namely non-interactive and interactive. In the non-interactive POW approach, a
number of challenges are ﬁrst computed in bulk and then centrally stored together. Provers select their own challenges or, in
other cases, a random start value. On the other hand, the interactive scheme involves a traditional challenge–response mechanism, as follows:

Prov er ! Verifier : Request
Verifier ! Prov er : ChallengeðÞ

ð1Þ

Prov er ! Verifier : Challenge0s solution
Regarding the underlying functions generally used by these schemes, different primitives have been applied as a defense
against spam and denial of service attacks, among others (Jakobsson and Juels, 1999). By deﬁnition, the function is expensive
to solve, while staying comparatively cheap on the veriﬁer side. The global aim is to limit the capabilities—resources and
time—of adversaries since spammers (even using botnets) cannot compile unlimited amounts of processing time at their disposal. Thus, challenges are based on either CPU-bound cost-functions or memory-bound functions (MBFs).
On one hand, the Client-Puzzle Protocol introduced by Juels and Brainard in Juels and Brainard (1999) uses cryptographic
puzzles for preventing a communication protocol such as TCP and SSL from connection depletion by rate limiting TCP connections. Client puzzles apply a probabilistically bounded cost-function (based on the typical one-way hash-function inversion problem) which imposes an upper bound on the cost of ﬁnding a known solution within some key space 2k.
Therefore, by deﬁnition, the functions described above are expensive to solve, while staying comparatively cheap on the
veriﬁer side. Similarly, it may be the case that POWs are built using functions that present some sort of secret shortcut or
trapdoor that makes the computation or veriﬁcation easy, e.g. a shortcut to decryption. The underlying idea of the application
of shortcuts is to deﬁne in one way or another the computational effort required to provers, whilst establishing boundaries to
puzzles, namely the hardness or difﬁculty of puzzles. To this regard, various types of trapdoor functions have been proposed.
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We say F is a trapdoor function if there exists some secret information x, such that given F(x) and x it is easy to compute x
and otherwise not (Syverson, 1998). In some cases, veriﬁers maintain a secret, e.g. some bits of the secret key, which cannot
be revealed for a predictable time delay or until a predictable amount of computation has occurred. In other cases, the veriﬁer reveals some piece of the secret along with the cryptographic puzzle.
On the other hand, Abadi et al.’s work (Abadi et al., 2003) presents an alternative computational approach based on memory latency, namely MBFs, originally introduced to deal with heterogeneous hardware. Before MBFs, the more powerful participants may be able to solve puzzles faster than others. Now, the computation time is dominated by the time spent
accessing memory, and can be used to ensure that every node will spend approximately the same amount of the critical resource. The analysis and evaluation of several MBF potential approaches (Dwork et al., 2003) result in a constant performance across different machines.
2.2. Digital signatures in VANETs
By deﬁnition, a valid digital signature gives a recipient reasons to believe that a message was created by a known source,
and that it was not altered in transit. Node authentication in VANET can be supported by a Public Key Infrastructure (PKI)
that assists in identifying nodes (vehicles or drivers) providing them with digital certiﬁcates. In a VANET PKI (VPKI), a Certiﬁcate Authority (CA) issues keys and certiﬁcates to vehicles, as follows. The standard IEEE 1609.2-2006, namely Wireless
Access in Vehicular Environments (WAVE), deﬁnes a series of mechanisms to assure a secure access to the VANET. This standard establishes the appropriate message format and also deﬁnes a basic certiﬁcate structure whilst supporting different certiﬁcate types. A certiﬁcate, namely WAVE certiﬁcate, consists of a digitally signed document binding a public key to an
identity.
In this context, each node possesses a public key certiﬁcate establishing a public/private key pair. Thus, given a signing
algorithm (note that the standard establishes ECDSA), messages can be signed by originators using their own private material, whilst recipients verify signed messages using the source’s public key certiﬁcate.
Usually, a range of revocable pseudonyms is assigned to VANET nodes as identiﬁers ensure concealment of its real identiﬁer, and therefore protect the privacy of its drivers (Lu et al., 2008). Although pseudonym systems suffer from several drawbacks (Calandriello et al., 2007), they are an effective countermeasure against traceability, i.e. the indiscriminate disclosure
of the whole activity of a certain entity, but allow at the same time a trusted third party (TTP) to re-construct the true identity when needed (Papadimitratos et al., 2008b). Indeed, the existence of such an identiﬁcation option is mandatory if nonrepudiation of origin needs to be provided.
3. Speciﬁcation of the proposed method components
3.1. Principles
Before presenting the details of this proposal, we assume the following six working hypotheses:
1. Wireless routing and data forwarding are assured by a broadcast-based routing protocol. Thus, EWMs will be broadcasted to other nearby nodes (vehicles or road-side stations).
2. Identiﬁcation of all participants is required through the corresponding public key certiﬁcate, i.e. nodes are authenticated by valid IEEE 1609.2 WAVE certiﬁcates, which are digitally signed and issued by the CA. Thus, each node ni
has a public key certiﬁcate PKC ni (containing ni’s public key, K ni ) and the private key denoted by K 1
ni . However, to assure
pseudo-anonymity and avoid traceability, such user certiﬁcates should be temporary and anonymous and then contain
a pseudo-id of the real identity.
3. Each event is described by the tuple:

< Ev entID :¼ Type-of -ev ent; ðLocation; TimeÞ >
where the Type-of-event element is chosen among a set of possible tags (e.g. accident, trafﬁc congestion, road closing,
obstacle and so on). For instance, the International Traveler Information Systems (ITIS) deﬁned elements can be considered for describing any event (SAE, 2009b). Time and Location represent the time given by the HSM’s built-in clock
and the GPS-supported place (i.e. a mile/kilometer marker post) in which the event occurred, respectively. Data above
is also used for indexing events.
4. Each EWM transmitted consists of the aforementioned information related to a certain event observed, along with the
associated EWC that assures data authentication and conﬁrms non-alteration and source authentication of the message. The EWC structure is described in sections below. Therefore, exploiting the fact that legitimate vehicles’ HSM
make it easier to assure a nearly unforgeable summary of the hardware and software conﬁguration, among many
capabilities (Guette and Bryce, 2008; Papadimitratos et al., 2008a), we assume that the vehicles’ OBU and HSM are
responsible for securely generating such a digital evidence. In particular, several works-in-progress, such as the EC
FP7-ICT-2007 EVITA Project (EVITA, 2007), elaborate on the development of a trusted in-vehicle environment as a black
box based on the application of trusted platforms.
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Fig. 2. The event warning message and certiﬁcate’s structure.

5. Similarly, we assume that the used cryptographic primitives, such as the digital signature scheme and the cryptographic hash functions, are secure and cannot be compromised by an attacker. Hence, we also assume that the on-board
HSM controls the access to the private keys so avoiding the forgery of digital signatures by attackers.
6. Anyone can verify the authenticity of a sender’s signature with the help of the sender’s certiﬁcate PKC ni enclosed in the
EWC. To this regard, we assume that a reliable CA hierarchy and revocation information distribution scheme exists,
such as the security architecture for vehicular communication presented in Papadimitratos et al. (2008b).

3.2. Structure of event warning certiﬁcates
The event warning certiﬁcate EWC (see Fig. 2) is structured in two parts, as follows:
 The contents of the certiﬁcate, denoted by Ce, with the following ﬁelds:
1. A serial number Ic of the EWC issued by the originator A much in the way of an additional auditory feedback for the
public authorities.
2. The public key certiﬁcate of the originator, PKCA, which ultimately establishes who has directly observed the event.
3. The digest, h(EventID), of applying a cryptographic hash function to the event warning data EventID, assuring its
integrity. Note that EventID is represented by the tuple hType-of-event, (Location, Time)i.
4. A register containing the originator vehicle’s movement information such as position, direction, and speed. Hence,
vehicles traveling in the opposite direction can easily discard non-relevant EWMs.
5. The evidence of computing the solution of a certain POW function through a unique, fresh seed generated for each
event warning data and a certain x computational cost, POWðx; seedÞ, thus preventing huge amounts of messages
from being sent in a short period.
6. The validity period1 (ts1, ts2) for EWC, establishing that the certiﬁcate is valid from ts1 until ts2. Likewise the time-tolive (TTL) ﬁeld deﬁnes for a message in a VANET, this validity period (and the signature attached) prevents attackers
from reviving an outdated EWC and also prevents EWMs from being everlasting.
7. Descriptions of the hash and signature functions which have been used.
 The signature, sA(CE), generated over the previous ﬁelds by the originator of the EWC.

1
Though the EWC’s validity period (which does not exceed the PKC’s lifetime) should be determined according to the average vehicle density ratio and speed
for the target area, we can determine it by assuming a ﬁxed value of hops (Naumov et al., 2006).
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3.3. Event warning message generation
Let A be an honest originator of a given EWM. Before disseminating the EWM,A must:
 Complete a given computational problem. As described in Section 2, the way in which this task is carried out can be
deﬁned by the methods below:
1. Following a non-interactive POW approach: We have also identiﬁed two alternatives to create non-interactive fresh
puzzles, as follows:
– An especial RSU within the target area dumps a limited number of pre-computed puzzles (called pre-puzzles) to
surrounding vehicles’ on-board units which securely backup the puzzles received. In this context, for every
EWM to be distributed the HSM will pick up a random element in the set to compute that pre-puzzle’s solution.
This pre-puzzle list is periodically ﬂushed by the corresponding RSU and re-distributed to nearby vehicles in order
to avoid pre-computations.
– The sender’s HSM is responsible of computing a series of puzzles by utilizing a secure time base provided by the
HSM’s built-in clock (Papadimitratos et al., 2008a) as the source for fresh seeds. This pre-puzzle list is securely
stored and periodically ﬂushed by the HSM.
2. Following an interactive POW approach, in which the RSU nodes will be responsible of a new puzzle creation and its
distribution in response to the speciﬁc senders’ requests. These requests will present the observed event-related data
together with the HSM time as the fresh seed in order to avoid pre-computations. This method may introduce a very
low extra communication overhead whilst contributing robustness to the process of puzzles creation.
Therefore, the EWC compulsorily contains a POW together with a trapdoor function to supply receivers with an advantage
for easily verifying the POW (see Section 4 for further details).
 Complete all other EWC’s ﬁelds.
 Attach her signature.
Finally, A sends by broadcast the message EWM to the nearby nodes, along with the EWC:

EWM :¼ ðEv entID; EWCÞ
3.4. Event warning message veriﬁcation
Let B be a recipient of a EWM. We can assume that B is still located far away from the road incident and therefore has no
visibility of it. B has to perform a local veriﬁcation stage in order to ensure that she is not being cheated on. This consists in the
following steps:
1. EWC veriﬁcation. The correctness of the EWC generation should be veriﬁed to ensure the authentication and integrity of
the EWM, so B must verify at least the correctness of the following items:
 B computes h(EventID) from EWM and compares the result with that included in the certiﬁcate. If both values differ,
then either EWM has been altered or EWC is not an authentic certiﬁcate for EventID.
 B validates the POW, evaluating the puzzle’s solution. We further elaborate on POW evaluation in the Section below.
 B veriﬁes the sender’s signature, sA(Ce), by utilizing the public key material in PKCA, included in the EWC, and the validity of the sender’s certiﬁcate PKCA as well.
2. Local management. Recipients dump received EWMs on a local database. Plausibility checks should be performed here in
order to verify the liability of the received message (Golle et al., 2004).
3. Valid EWC management. If previous veriﬁcations succeed, the node will relay the same message if and only if both, the
EWC’s and PKCA’s validity periods, are not expired.
4. Invalid EWC management. In case that the previous veriﬁcations fail, the received message is not trustworthy and a reactive mechanism must be put in practice to avoid the sender continue disseminating such unreliable data. On one hand, if
there is no valid POW evidence within the EWC, either the sender’s HSM is not working correctly and could be considered
as tampered or the POW is intentionally fake and then should be classiﬁed as a punishable attack. On the contrary, if there
is a valid POW, a fail in the plausibility checks could also be due to sensor malfunctioning,2 apart from intentional manipulation. On the other hand, if the signature veriﬁcations fails, either the message has been corrupted in transit and could be
then considered as a communication failure e.g. a noisy channel, or maliciously manipulated in order to launch, for example,
an impersonation attack (see the security analysis presented in Section 5 for further details).
In any case, the authority must have knowledge of this situation to take the appropriate measures, like appointing a revision
date for the vehicle and sending a notiﬁcation to the vehicle’s responsible entity or even revoking all the credentials (public

2
This represents a major challenge since, in theory, truthful warning events cannot be entirely validated until reaching the obstacle indeed. Several works
such as Ostermaier et al. (2007) use revocation messages to inform others that the reported event has possibly disappeared. However, we believe that
disadvantages involved, specially when attackers collude and then provoke false positives, limit their applicability.
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key certiﬁcates) associated to that vehicle. However, the information submitted by a single vehicle is not enough to take such
decision. Previous proposals, like the Local Eviction of Attackers by Voting Evaluators (LEAVE) protocols, have addressed this
issue by involving several vehicles in the process (Raya et al., 2007).
3.5. A note on the role of road side units
In this section we discuss about the functionality provided by the RSUs deployed over the VANET. First, infrastructure
nodes would act as vehicles to deliver warning information to all nearby nodes within the network, i.e. they are capable
of either creating or retrieving EWMs as well. To this regard, although our model was primarily conceived to work in an
ad hoc manner, we should consider that even a very limited number of RSUs can largely improve the dissemination process
by an aggregation scheme, as authors state in Lochert et al. (2008). Though this aspect and others regarding the placement of
the roadside infrastructure are out of the scope of this work, we stress here the importance of these supporting units over our
proposal. In fact, RSUs are particularly useful in low trafﬁc density area to extend the EWMs’ visibility far away from the
observed event to some extent. Therefore, as the EWC contains its expiration date, the corresponding EWM will be relayed
not only by vehicles but also by adjacent RSUs to reach vehicles in close proximity.
Secondly, RSUs would act as evidence collectors especially justiﬁed if there is a ﬁne penalty and accountability service
behind to punish the incorrect behavior. This enables the legal accountability and auditing agency to correlate together
all the EWMs that a certain vehicle unit has reported as potential offenses. For instance, as we stated before, the appropriate
CA can disclose node identities, when necessary, to the extent permitted by applicable law.
Finally, RSUs can produce POWs to be sent to the vehicles within the nearby area. As mentioned before, a series of prepuzzles is distributed to all vehicles located within the target area in case of a non-interactive POW scheme is deployed. In
this scenario, there is an especial RSU per geographic region in charge of the dissemination of the pre-puzzle list. Pre-puzzles
are created in advance and periodically ﬂushed. Also, in case of interactive POW scenarios, RSUs can produce fresh puzzles
on-demand in response to the senders’ requests. In this case, the puzzle creation is performed once receiving the event-related data and time from the sender. As we discuss in the section below, the creation of the puzzle is straightforward (as the
veriﬁcation) and takes a negligible time contrary to the computation of its solution.
4. Analysis of the temporal and computational impacts of EWC
4.1. Costs of the event warning message generation
In this section, we estimate the computational effort EG required by senders to create an EWM. In particular, our analysis
focuses on the cost of providing the POW evidence which represents the hardest operation in the entire EWM generation
process, i.e. EG = POWweak/hard + H + S (see the estimation for the cryptographic operations used in Table 2).
As mentioned before, two main techniques exist for establishing the POW: metering the computational cost or the memory
access delay. For the experiments conducted, we have implemented the former method although we also give estimations for
common MBFs presented so far (Dwork et al., 2003; Abadi et al., 2003; Coelho, 2005) in which the limiting factor of reaching the
solution is the memory access speed. As described in Section 3, our scheme distinguishes between two different approaches for
a non-interactive POW scheme and only one interactive approach. Hence, to measure the impact of the POW generation, we
assume the following interactive scenario where the cryptographic puzzle is delivered on-demand by a nearby RSU. Thus, a
straightforward and efﬁcient way of implementing such a construction is by using a block cipher3 (e.g. the AES-CCM). More speciﬁcally, the puzzle consists of the cryptogram obtained from applying the block cipher and the key KS to the plaintext to be encrypted, together with the trapdoor x(l)—a number l bits revealed out of k bits of the key KS. To solve the puzzle for every EWC, it is
required a different KS to be discovered by brute force.4 Hence, trapdoor values can be used to adjust the POW from a very hard to a
moderately hard problem according to the number of l bits correctly revealed, as shown in Fig. 3. In this scenario, secret keys may
be randomly generated by RSUs whereas plaintexts will consist of the event-related data sent by the requester. However, in our
experiments, plaintexts are randomly generated and securely accessible at each round of the cryptanalysis process.
Note that, fresh seeds in non-interactive POW models are however more problematic to manage. Consider, for example,
pre-puzzles based on the time source inside the sender’s HSM which have been pre-computed various time periods before.
This makes freshness veriﬁcations difﬁcult to receivers. In this case, a simple way to provide freshness for puzzle constructions starts by applying hash-chain-reversal puzzles where both the seed and the hash chain are generated by the sender’s
HSM during the EWM generation. Thus, before transmitting the EWM, the sender is expected to spend her own resources to
reverse the hash chain (i.e. solve the puzzle), and attach the valid HSM timestamp as the shortcut password to receivers.
For our experiments, we considered two block ciphers as the basis for such cryptographic puzzles, AES-128 (CCM mode)
and TEA (Daemen and Rijmen, 2002; Russell, 2004). Both were coded in C, compiled with Microsoft Visual C++, and run on a
3
Apart from these, there exist other possibilities to use cryptographic primitives for building up similar puzzles (e.g. hash functions in which a preimage of a
given value has to be found).
4
The effort required to recover the puzzle’s solution can be adjusted from a very hard to a moderately hard problem according to the number of bits revealed
in the trapdoor value. For instance, if a 256-bits key is used and the user is provided with a trapdoor value that reveals 250 bits of the key, then she has to
perform 261 decryptions on average to ﬁnd the correct solution.
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Fig. 3. A number of l trapdoor bits for a k-bits encryption key KS.

standard platform: AMD ATHLON(tm)2600 2.09 GHz processor,5 with 1GB RAM under Windows XP SP2. We have carried out
1000 experiments for different values of k  l hidden key-bits, for a key length of k = 128, and also randomly varying the cryptograms and key used. We consider that more than 32 hidden key-bits would be impractical. For instance, with 264 large number of potential keys to test, it literally takes a matter of years. Results6 of the exploration effort using both algorithms and
trapdoors with 20, 24, 28 and 32 hidden bits out of 128 bits are shown in Fig. 4. Experiments conducted with trapdoors of
20 bit and 24 bits give us weak puzzles, e.g. TEA with 20-bits trapdoors takes 0.01 s long on average. On the contrary, AES takes
an unacceptable worst case of 5400 s with 32-trapdoor bits, while TEA takes 1980 s at worst. Thought we consider previous
values non-admissible, however, this time decreases to less than 100 s at worst, for both, AES and TEA, when providing 28-bits
trapdoors.
For each case, as the amount of the revealed l key-bits increases, the number of candidate keys obviously decreases, so the
exploration time too. A factor contributing to the complexity of the puzzle is the cost of executing several decryptions, for
testing each candidate key. For practical considerations, the requirements of the application in which the POW mechanism is
used will determine the choice of the hidden material.
Finally, we use the same examples described in Abadi et al. (2003) to introduce the underlying concept behind MBFs and
show its feasibility for our proposal. Let F() be a function whose domain and range are integers in {0. . .(2n  1)}, where 2n is
the number of entries in the array (Abadi et al., 2003). Suppose that F()’s inverse, F1(), cannot be evaluated in less time than
a memory access. Suppose also that the challenge required from a prover consists of computing F1() many times. Then it
becomes very useful for the prover to build a table for F1() and to rely on the table thereafter. In this context, experiments
conducted in Abadi et al. (2003) estimate the time taken to build the table for F1(). More speciﬁcally, experiments show that
costs of MBFs are about four times slower than the CPU-bound functions simulated on an standard platform.
In any case, computational overhead on nodes is within acceptable limits and sufﬁciently fast at each event occurrence.
4.2. Cost of the event warning message veriﬁcation
Puzzles veriﬁcation is straightforward mainly due to the fact that the POW evidence, included in the EWC, must contain
both the puzzle and its solution, this is, in case of the scenario simulated, the cryptogram along with the encryption key used
KS. In this context, recent speed benchmarks for some of the most commonly used cryptographic algorithms establish a data
transfer rate up to 61 millions of bytes (MiB) per second for the AES-CCM and 27 MiB/s for TEA in a standard platform. Hence,
in order to analyze the cost EV of verifying an EWM, we have to consider the POW veriﬁcation, hash comparison, veriﬁcation
of the signatures contained in the EWC and also the plausibility checks’ cost, so EV = VPOW + H + 2V + PCH. From the estimations shown in Table 2, the entire EWM veriﬁcation process takes less than 1ms long (see further details in the table).
4.3. Required distance between sender and a receiver
For the sake of completeness, it is interesting to evaluate the appropriate distance between senders and recipients which
gives us the effective data rates and the consumption in the transmission of messages. We estimate the EventID size by an
approximation to the attributes’ length from SAE J2735 standard (SAE, 2009a). Thus, EventID just contains: (i) the ﬁeld typeof-event which is two bytes in length (ii) the GPS-supported location is determined by a total of 14 bytes (more speciﬁcally, 4
bytes for latitude, 4 bytes for longitude, 2 bytes for elevation, and 4 bytes for positional accuracy), and (iii) two bytes ﬁeld for
the timestamp record. In summary, the EventID size is 18 bytes and, therefore, taking into account the size for EWC’s attributes (see Table 1), we can estimate the EWM size at 260 bytes (18 B + 242 B).
Now, since the claimed rates for current generation of IEEE 802.11p VANET platforms range from 2.56Mbps in highly populated scenarios which are likely to use Dedicated Short Range Communication (DSRC), to a maximum transmission range of
6Mbps (Torrent-Moreno et al., 2005), the expected communication cost is 0.81ms. Thus, we now prove that our system,
according to the 1000m range distance standard (SAE, 2009a), allows recipient vehicles to react to the EWMs described
in this work. For instance, driving at a speed of 110 km per hour, the average estimated vehicle stopping distance is
5
Further simulations in embedded platforms are convenient, but the results already obtained will give an adequate idea of the relative values, and are valid
to perform comparisons. Several draft implementations of the DSRC IEEE 1609.2 Draft security protocol are currently being considered but are demanding more
details in terms of hardware and software speciﬁcations.
6
We provide a characterization of the distribution of our results. The purpose of this is to show the most extreme values in the experimental data set
(maximum and minimum values, which we can consider them as outermost situations or potential outliers), the lower and upper quartiles, and the median.
The results are displayed as boxplots, where the box represents the interquartile range from the 25th to the 75th percentiles, and whiskers extend until the
minimum and maximum of all the simulation data. Around the median, we have an equal number of values above and below, forming the interquartile range
upon which we can consider an associated probability of occurrence.
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Trapdoor bits & block cipher
Fig. 4. Comparison of the computational effort spent (in 1000 experiments) by AES-CCM and TEA with 128 key-bits and randomly generated tokens, in
terms of the amount of revealed information of the encryption key. The computational cost is expressed by the time (seconds, on a logarithmic scale) in
reaching the entire key.

Table 1
Size (in bytes) for the EWC attributes.
EWC ﬁelds

Size (bytes)

Serial number
Public key certiﬁcate
Hash
Movement
POW (+KS)
Validity
Crypto. algorithms
Signature (ECDSA)
Total

2B
100 B
32 B
16 B
16 B (+16 B)
4B
16 B
40 B
242 B

1102
170

¼ 71:2 m (Zhuang et al., 2011). At the same speed, the distance covered during the transmission time (0.81 ms) and the
EWM veriﬁcation time at receivers (0.16 ms) is 0.03 m, so receivers located 71.23 m farther from the sender will be able to
stop or notice the event safely.
4.4. Point-of-collapse
For further analysis, we examine the feasibility of our scheme in different contexts, i.e. in complicated trafﬁc settings and
with high probability of an event warning to occur. In fact, these are the main factors which dominate the performance of our
scheme, together with the POW generation as we analyzed in previous sections. Now, we provide analytical measurements
of the processing overhead involved in our scheme’s performance by linking the message arrival load (i.e. messages to be
processed such as beacons and incoming EWMs) to the message processing capacity (messages that can be actually processed by the OBU/HSM). In other words, we say that a point-of-collapse is reached if a message delay becomes inﬁnite
due to the time spent in queue waiting to be processed.
To this regard, we ﬁrst model a node’s processing overhead time in terms of the operations which consume its resources,
as the time for:
(a)
(b)
(c)
(d)
(e)

validating the incoming beacons of surrounding vehicles (BI),
generating its own beacons (BG),
verifying the incoming EWM from precedent vehicles (EV),
generating EWM when encountering events susceptible of warning (EG), and
forwarding incoming EWMs when valid (EF).

Thus, assuming that the node processing supports a single queue and a single OBU/HSM, then the node service capacity SC
can be expressed as

SC ¼ rBI  BI þ r BG  BG þ r EV  EV þ rEG  EG þ r EF  EF
|ﬄﬄﬄ{zﬄﬄﬄ} |ﬄﬄﬄﬄ{zﬄﬄﬄﬄ} |ﬄﬄﬄﬄ{zﬄﬄﬄﬄ} |ﬄﬄﬄﬄ{zﬄﬄﬄﬄ} |ﬄﬄﬄ{zﬄﬄﬄ}
ðaÞ

ðbÞ

ðcÞ

ðdÞ

ðeÞ
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Table 2
Processing time (schema, of a single queue and measurements for cryptographic operations on
a standard platform) for a node in computing and verifying EWMs.
Number of crypto. operations
EG
EV

=POWweak/hard + H + S
=VPOW + H + 2V + PCH

Processing time for crypto. operations
S
H
POWweak
POWhard
VPOW
V
PCH

2.94 ms (ECDSA sign)
negligible (SHA-2 ? 111 MiB/s)
10 ms (POW comput. TEA and 20 bits-trapdoor)
1  105 ms (Idem but 28 bits-trapdoor)
negligible (POW verif. encTEA = 27 MiB/s)
3.52 ms (ECDSA veriﬁcation)
negligible (Plausibility Checks)

Processing time for a secure beaconing
(Festag et al., 2010)
2.9 ms/16.9 ms (standard/embedded platf.)
7.7 ms/45.4 ms
negligible

BG
BI
BF

where rX denotes the frequency or rate that the message type is generated or received. Moreover, we assume that the frequency of encountering warning situations, which is generally modeled as a Poisson distribution with mean k = p, is equal to
the expected number of occurrences during a given distance e.g. 1 event every 5 km. Similarly, the trafﬁc density also follows
a Poisson distribution with mean k = k vehicles per square kilometer. Additionally, we assume that each vehicle will generate
a signed beacon every rb = 100 ms as described in Festag et al. (2010). Thus, for the sake of completeness,

  EV þ p  EG þ p  k
p
SC ¼ k  r b  BI þ rb  BG þ p  k
v alid  EF
|ﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄ} |ﬄﬄﬄ{zﬄﬄﬄ} |ﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄ} |ﬄﬄ{zﬄﬄ} |ﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ{zﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄﬄ
ﬄ}
ðaÞ

ðbÞ

ðcÞ

ðdÞ

ð2Þ

ðeÞ

 refers to a sample of the precedent vehicles in a population of k, and p
where k
valid represents the percentage of the incoming
EWMs which result in successful veriﬁcations (see table in Table 2 for a detailed description of EV and EG). Note that we do
not consider the computation of td and ttx, i.e. detection time and transmission time respectively, in our analytical study.
Hence, from Eq. (2), the POW computation probability linearly grows with event warning density, similarly the veriﬁcation
probability degrades as both the trafﬁc and the event warning densities diminish.
For the sake of illustration we can analytically estimate the achievable service capacity of a node generating and verifying
EWCs within the reference interval given by the beaconing period. Thus, we have

  EV þ p  k
p
k  r b  BI þ r b  BG þ p  EG þ p  k
v alid  EF < 100ms

ð3aÞ

Utilizing the measurements results from Table 2, and also assuming that the expected number of vehicles at a target area is
 ¼ k, Eq. (3a) gives us a point-of-collapse at p = 0.4
10 (vehicles per square km), and a ﬁxed sample of the vehicles ahead as k
2
events in the target area within 100 ms time interval. In other words, a node is able to process up to 4 events per second in
this scenario. On the other hand, if the probability of ﬁnding events is ﬁxed e.g. 1 event every 5 km at 110 km per hour, then
the number of warning occurrences within a 100ms interval is 0.0006. Hence, our scheme is applicable if the number of vehicles is less than 12.6 per square km.
Moreover, we say that a point-of-collapse is reached for different values of p and k when falling within the white region in
Fig. 5. This ﬁgure shows how the beaconing process starves nodes of the service capacity when the number of surrounding
vehicles is more than 13. In summary, we believe that analytical results present promising scenarios for our scheme’s
applicability.
5. Security analysis
We provide an informal analysis about the security of the proposed scheme. For this purpose, we discuss several attack
scenarios and forms of malicious behavior which can occur concerning each step of the method execution.
The two main objectives of our scheme are to serve as a countermeasure against the indiscriminately dissemination of
false event warning messages and to provide non-repudiation evidence of origin. Both goals are jointly reached by the
use of digital signatures and the newly introduced POWs. Thus, senders’ signature attached to event certiﬁcates prevents
attackers to generate messages with false data and insert them in the channel without being detected at some time. In this
context, vehicles will be asked responsibilities for their transmitted messages due to the authorities having the possibility of
linking a given warning message to the corresponding sender thanks to the signature. Accountability is then effectively
provided.
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For instance, the scheme is started by A and ultimately relies on her honesty, i.e. her on-board HSM has not been manipulated. In this case, we can assume that the original EWM released by her is authentic. We also assume that the cryptographic
functions cannot be manipulated as well as the other ﬁelds in the event certiﬁcate. In this case, the initial event certiﬁcate,
EWC, is correct. It is straightforward to see that any modiﬁcation on the certiﬁcate performed by an attacker after its signing
by the HSM or by a relaying node can be easily detected.
On the other hand, assume that an attacker can succeed in hijacking a session between any pair of participants. Even in
this case, messages are safe from spooﬁng, because they are signed by authenticated nodes. In other words, the attacker cannot generate the correct digital signatures. Furthermore, an attacker can try to modify some messages with the hope of modifying any message or ﬁeld in the event certiﬁcate. However, such a modiﬁcation can be detected as it leads to an incorrect
message authentication in the veriﬁcation stages of our proposal.
Given enough control over the network infrastructure, an attacker can try to delete some of the messages exchanged. By
doing so, the only result achieved is the unsatisfactory execution of the protocol (which can be viewed as a DoS), but it does
not enable the attacker to gain any useful information. Thus, it is assumed that the infrastructure nodes placed along the road
provide support for vehicles at some time.
The POW mechanisms serve as an extra deterrent to attackers due to the required computation needed to generate
EWMs. We also analyze the effectiveness of using POW mechanisms to limit the indiscriminate sending of false messages
and its resilience to some cheating attacks. For instance, an attacker controlling one node or a malfunctioning vehicle will
be limited in the amount of event warning messages that they may send because the excessive time consumed in solving
all the associated puzzles (note that each puzzle generation is unique and strictly depends on the event-related data and
on some fresh information). Having said this, it is also easy to envisage that puzzles’ pre-computation results unfeasible.
Moreover, suppose an attacker tries to gather a set of solved puzzles for using them thereafter. As in the previous case,
there is not possibility of doing so due to unique data material related to the event is associated with the corresponding puzzle. That is, the freshness of puzzles relies on that material.
Unluckily, if an attacker controls several nodes, the POW is not as effective in limiting the number of false messages another vehicle may receive, as the attacker can then easily overcome the time and/or resource restrictions imposed by POWs
to one vehicle by compromising and controlling the appropriate number of vehicles. However, we think that the inherent
difﬁculty of compromising several vehicles (and not only one) and that the attacker still needs to control them (i.e. make
them circulate in the targeted area) in order to count with correct POWs, makes this attack scenario less probable. However,
even if it happens, accountability is still possible based on the proof provided by the digital signature in the EWC.
Finally, it may seem to readers of this article that honest vehicles would suffer from the same problem, i.e. every vehicle is
required to perform a POW. By now, good behavior is not rewarded. Future research directions should focus on that, particularly by parameterizing the hardness of the required POW.

6. Related work
In Golle et al. (2004), authors propose that the vehicle evaluates the received data taking into account what has been obtained from its mounted sensors. Our work is complementary to that one, as we are currently focused on decreasing the
chance of creating false messages, but we are not offering a total protection against this threat.
Social approaches have also been applied on this area. In particular, voting schemes have been studied in Ostermaier et al.
(2007). However, their main problem is how to set the correct minimum threshold of voters that are required to rely on a
given message (Daza et al., 2008). As the number of surrounding vehicles is greatly variable, no static value can be deﬁned
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(Wu et al., 2010). Moreover, though an honest majority is assumed and the threshold value can adaptively change in light of
the message context (or vehicle density), malicious voters collusion is still possible, and so other protecting mechanisms (as
it is the case of ours) should be employed as well.
An infrastructure for gaining trust in context information has been proposed in Fransen et al. (2006). In this work, two
ways of establishing trust are identiﬁed, say by the sensor trust or by the sensorial data trust itself. Sensor trust can be
achieved through ﬁve different mechanisms: because of a pre-established trust conﬁdence, by a TTP, based on a web of trust,
based on previous experiences and based on the sensor repudiation as seen by other entities. On the other hand, the sensorial
data trust can be achieved by repetition (i.e. if the same message is received from different sources) or by plausibility evaluations, as explained before. Our work considers the sender vehicle as the sensor in that architecture, and our focus is on
building a new way to establish sensor trust. Thus, our work can be easily seen as a new mechanism incorporated to the
architecture in Fransen et al. (2006).
Finally, in Eichler (2006) a ticket-based approach is proposed to encourage vehicles sending correct messages. Using those
tickets, they can get some beneﬁts like tax discounts. However, in case a vehicle does not behave correctly, isolation and
revocation mechanisms must be applied (Ostermaier et al., 2007). This approach does not alleviate the problem once it appears, but it prevents it to be repeated in the future. Our approach serves, however, as both a-priori and a-posteriori countermeasure, since it is focused on limiting the amount of false messages to be created whilst, as a result, preventing the
amount of false information to be spread. From our point of view, such proactive approach is beneﬁcial when road safety
is at stake.
7. Conclusions
There is a great amount of different attacks that can be performed against data dissemination in the vehicular context.
Although there have been several works addressing this issue, none of them has solved it completely. In this work, we have
focused on minimizing vehicles sending false information. For this purpose, we have proposed that the sender must perform
a non-negligible amount of computation prior to sending the warning message. This computation cost (known as Proof-OfWork, POW) is intended to discourage dishonest sender vehicles as the required computational task consumes a non-negligible amount of the senders’ resources. Now, warning messages will include a new structure called Event Warning Certiﬁcate
(EWC) that contains the event data along with a non-repudiable proof attesting that the POW has been performed. Thus,
EWCs are only considered as potentially useful if such proof is genuine. Our results show the suitability of the computational
requirements of both the POW generation and its validation for the vehicular scenarios described.
Future research lines will be focused on extending the POW mechanism to provide a reward/punisment service by parameterizing the complexity level of POWs. This could be done by linking the POW’s difﬁculty to the vehicle’s recent trust as
perceived by surrounding vehicles, for example by using a protocol such as LEAVE.
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