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a b s t r a c t
In this letter, we analyze the security of an RFID authentication protocol proposed by Liu and Bailey [1],
called privacy and authentication protocol (PAP). We present two traceability attacks and an impersonation attack.
Ó 2011 Elsevier B.V. All rights reserved.
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1. Introduction
Liu and Bailey [1] proposed PAP, a privacy and authentication
protocol for passive RFID tags. We urge the reader to consult the
original paper for details. In this letter, we analyze the security of
this protocol and its associated sub-protocols and show important
security faults.
2. Traceability attacks
One of the main concerns linked to privacy is the locationprivacy or traceability protection. In PAP, the proposed subprotocols were weakly designed and are vulnerable to traceability
attacks despite using random numbers and computing authentication tokens by running a hash function. The traceability deﬁciencies are described below:
1. In the in-store and out-store sub-protocols, the tag always
sends ﬁxed values corresponding to the tag’s ID and tag names,
respectively. In the former, the tag’s holder can be tracked
because the ID is unique and constant. In the latter, tag name
is constant but not a unique value. Nevertheless, the tag’s
holder can be tracked using constellations of tag names that
are unequivocally linked to a speciﬁc user. Note that the use
of a cover-coding mechanism does not protect the values
transmitted by the tag.
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2. In the check-out and return sub-protocols, the adversary can
track the tag by setting one of the random numbers used in
the protocol (i.e. nt or nr) to a constant value ‘‘c’’. According to
Abadi and Needham guidelines for designing cryptographic protocols, principles four and ﬁve about the use of encryption and
predictable quantities respectively are dissatisﬁed [2]. Speciﬁcally, we can track either the reader’s answer or the tag’s
answer. In a forward-channel tractability attack, the adversary
can intercept the tag’s reply to the reader’s query. Then, she
replaces nt with constant value c, and ﬁnally forwards the message (ID/name, c) to the reader. The rest of the protocol would
conclude normally. We emphasize here that the hashed value
H1 is the same every time the attack is executed because the
adversary ﬁxes nt to c (H1 = hash(c, k)). If the adversary runs
the attack twice, she is able to track the tag by checking the
equality between the H1 values. Similarly, in the backwardchannel a successful traceability attack can be conducted by
replaying nr with a c constant value.

3. Impersonation attacks
An adversary can impersonate a tag using the answers provided
by a second legitimate reader and exploiting the symmetry of the
messages computed by the reader and the tag in the PAP–see principle four for designing cryptographic protocols [2]. So, an impersonation attack can be conducted between an adversary and two
legitimate readers. The second reader generates the messages of
the supplanted tag. We assume that before launching the attack,
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the adversary eavesdrops on the ID/name of its target tag. The
attack is described below.
First, reader1 sends a request query to the adversary. The adversary replies with {ID/name, nt}, where nt represents an arbitrary random value. Then, reader1 computes its authentication token H1,
generates a random value nr, and sends both values to the adversary.
The adversary simulates that she received a request from reader2
and sends the tuple {ID/name, nr}. The adversary uses the random
number nr received from reader1. The reader1 computes its authentication token H1 ¼ hashðnr ; kÞ and sends it to the adversary. Finally, the adversary forwards H1 value to reader1. The reader1 checks
the token received and authenticates the adversary.
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4. Conclusions
In this letter, some of the main security objectives of PAP protocol are ruined. The proposed attacks could have been avoided by
following well-known principles for designing cryptographic protocols [2].
References
[1] A.X. Liu, L.A. Bailey, PAP: a privacy and authentication protocol for passive RFID
tags, Comput. Commun. 32 (7–10) (2009) 1194–1199.
[2] M. Abadi, R. Needham, Prudent engineering practice for cryptographic
protocols, IEEE Trans. Softw. Eng. 1 (22) (1996) 6–15.

