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ABSTRACT
We describe a web based assessment system whose non-repudiation security feature is based on digital signatures. The
first objective of this proposal is to enhance the students’ understanding of the X.509/PKIX framework and digital
signatures based on it. The second purpose is to develop a security enhanced web based assessment system, focusing on
non-repudiation requirements. At the same time, this non-repudiation feature is used as a way for achieving the first
objective. In this paper we describe the proposed system, the prototype we have already implemented as well as the
results obtained in its evaluation by the students.
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1. INTRODUCTION
Nature of the problem. Digital signatures are one of the core technologies in the information security field.
Public key digital signatures based on the X.509/PKIX framework (IETF PKIX WG) are the foundation of
several main security technologies for the Internet such as SSL/TLS, Virtual Private Networks and
micropayment protocols. Also, several European countries are experimenting with electronic identity cards,
which allow the citizen to produce so-called qualified signatures. These signatures are legally equivalent to
hand-written signatures. The understanding of this technology is crucial for students of Security on
Information Technologies courses. It is also relevant for the general public, as electronic signatures have been
given legal recognition recently (E.U., 1999). The concept of digital signatures is mostly taught in
introductory courses. These courses cover a large set of subjects which are all relatively novel for the
students, and hence difficult to grasp.
Laboratory sessions of these courses help students to practice with a great number of concepts, seen in
theory, and tools that sometimes might not be directly related to them. For example, the students of one of
these courses at our university practice in computer laboratories with file system integrity verification tools,
firewalls, intrusion detection systems, PGP/GnuPG tools and the OpenSSL library, after several sessions
devoted to cryptography exercises. Given this fact, the assessment method chosen by laboratory teachers is to
perform multi-choice tests immediately after the sessions. Performing these tests via the Web and marking

them automatically on the computer would offer several advantages for both students and teachers, such as
quick feedback on the students' performance and efficient use of staff time.
On the other hand, security and privacy issues stand as some of the main problems of existing e-learning
systems which do not fulfil all the desired requirements in these areas (Chan et al., 2003; Warren and
Hutchinson, 2003). Particularly, on-line assessment has been largely debated because of the difficulties of
properly authenticating the students and providing non-repudiation features to their submissions. Nonrepudiation of assessment is usually provided by logs in most known e-learning systems such as WebCT or
Blackboard (Chan et al., 2003). Although digital signatures are a widely used mechanism to provide nonrepudiation security services (Zhou, 2001), these systems do not include this technology yet.
During last years, an increasing effort for innovating the teaching of information systems security (Yurcik
and Doss, 2001) has been noticed. Teaching security by making students to practice in real or quasi-real
environments sometimes implies strong security risks. Furthermore, part of the academic community
disapproves these practices as they believe that this approach educates hackers instead of security defenders.
Despite difficulties and criticisms, learning-by-doing in context stands as a successful educational theory and
it is more and more being integrated in the teaching of information systems security (Hsu and Backhouse,
2000).
We would like to adopt this approach to enhance the teaching of the X.509/PKIX framework and digital
signatures based on it. For this reason we propose in this paper a web-based assessment system that will force
the students to use this technology in a real or quasi-real environment and, hopefully, this will enhance
students' learning and comprehension of it. At the same time the integration of the X.509/PKIX framework in
our web-based assessment system allows the enhancement of the security features of web-based assessment
systems by experimenting the integration of X.509/PKIX based digital signatures for providing nonrepudiation to students submissions. Our implementation can be a first step towards a fully functional plugin
for existing assessment systems.
Previous work. PGP/GnuPG (PGP) can be used to digitally sign essay-type tests and send them by email, but PGP is more used for informal authentication, because of the web-of-trust paradigm it uses. The
authors do not know an e-learning tool that integrates X.509/PKIX based digital signatures in web-based online assessment. This might seem odd as these signatures are largely used in other areas such as egovernment, e-commerce or even Higher Education administrations for providing authentication and nonrepudiation, and there exist proprietary software that enables electronic form signing (Adobe Form Client,
Entrust TruePass). Furthermore, currently several researchers propose the deployment of PKI as a solution for
most of the security problems in Higher Education (Dartmouth PKI Lab, 2001; Steinmann et al., 2002; Sura
and Mukkamala, 2003) and the Dartmouth PKI Lab points out explicitly the use of this technology for
providing non-repudiation in assessment. But precisely the advantages offered by this framework derived
from having a centralized source of trust in comparison with other trust models that support digital signatures,
make it more difficult to deploy and maintain. This could be one of the reasons that discourage its full
integration on e-learning environments, or at least in e-learning tools. The authors think that once Higher
Education deploy PKIs for its institutions, main e-learning tools will integrate this technology also.
There exist other proposals that use cryptography for obtaining confidentiality for the answers (Lee et al.,
1997) or integrity and authentication by means of hash functions (Shafarenko and Barsky, 2000), but they do
not use digital signatures for providing authentication and non-repudiation to students' assessment. Most
proposals use mainly strategies such as securing browsers, monitor students, mandatory initial log-on of a
proctor, logs, access control from some range of IPs, assessment available during certain limited time period,
shuffle choices and randomized questions to avoid students cheating beside authentication (Lister and Jerram,
2001; Pain and Le Heron, 2003; Shepherd, 2003).
Purpose and contribution of the paper. The purpose of the paper is describing the proposed solution,
the prototype of the system which has already been implemented and the results of its evaluation by students.
The main contribution of this research is to innovate in the teaching of digital signatures based on the
X.509/PKIX framework. The innovation consists in trying to enhance the students' understanding and
learning of this technology by immersing them in a quasi-real environment where the use of digital signatures
is mandatory for them. The second main contribution is that this paper may serve as a starting point for
discussing and implementing technical aspects of non-repudiation in web-based assessment system.
It has to be noticed that our proposal does not intend to be used in real distance education, but in
controlled or proctored environments. The higher security required for non proctored exams would need
stronger authentication solutions.

2. DESCRIPTION OF THE PROPOSED WEB BASED ASSESSMENT
SYSTEM WITH INTEGRATED PKI
Two main modules can be identified in the proposed system: the web based assessment system and the
integrated PKI. Within the web based assessment system two main components can be distinguished: the
assessment component and the database management component. The assessment component is in charge of
serving students' test performance requests, and processing the subsequent submitted answered tests. The
database management component is used for consulting, inserting, modifying and deleting users, subjects and
tests in database. The proposed web based assessment system with integrated PKI can be described with the
simplified UML use case diagram in Figure 1.

2.1.

Our web based assessment system

In our system, two main types of users can be identified: teachers and students. Between the teachers we can
distinguish some special teachers who are coordinators of subjects. Coordinators perform the task of system
administrators: they manage users (students, teachers, coordinators) and subjects. Coordinators have
responsibility on the subjects which they coordinate, implying that they have to register any additional teacher
to the coordinated subjects and enroll students to their respective subjects. Coordinators and teachers
registered to a subject can manage that subjects' tests and question pool, and can also consult the systems'
database. Students can only perform tests and consult their grades. In the following, we describe some details
of the web based assessment system.
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Figure 1: Use case diagram of the proposed web based assessment system with integrated PKI

Subject initialization. First, the coordinator C of the new subject S must be registered to the system as a
teacher. This task might be performed by another coordinator or directly on the database. Also, some
coordinator, who can be C, must register the new subject S at the same time as coordinator C is associated to
S. Coordinator C might register at this time additional teachers to the subject or delay this task until it is
necessary. Afterwards, students must be enrolled to the subject S, a task that might be performed
automatically from a student list. If students are not registered to the system, registration must be done
previously to the subject enrollment.
Question pool management and test assembling. Each subject has an associated question pool from
where questions are chosen to assemble tests. Any teacher associated to a subject can add questions to its
question pool, and modify and delete them if they are not used in any test. Also any teacher associated to a
subject S can create a test for this subject, associating questions to it immediately or afterwards. Tests must
also be configured before they are made available to students. This is done by associating some parameters to
the test: author, an identification, access control parameters (time when it will be available, IP range from
where it might be accessed) and whether bad answers result in negative scores. Questions contain the proper

question, four possible answers and an indication of the correct answer. For each question a comment area is
also available.
Completing a test. When a student B accesses the system, he/she can chose to see which tests are
available and select one of them to perform it. The system sends him/her the selected test. Student B must
answer every question choosing one of the available options and may insert a comment. When the student
finishes answering, he/she must submit the answered test to the system. Before submitting it, the student must
sign it. Once the test has been answered, signed and submitted, it is corrected and stored in the server, and the
student receives a signed confirmation of his/her submission and the obtained grade.
Analysis of results. Both teachers and students can consult previous test grades, in the case of students,
only self grades.

2.2.

Providing non-repudiation to students' assessments

Our specific goal is to help students in learning the X.509/PKIX framework, digital signatures based on it and
its security properties, differentiating it from other security mechanisms. Non-repudiation in a communication
can be defined as a security property that provides a user with a proof about some kind of participation by
another user in that communication (Zhou, 2001). In an e-learning environment, non-repudiation is a desired
property in assessment works or examinations submitted by the students via the web. That is, we desire that
students can not deny having submitted their assessments (non-repudiation with proof of origin), or more
exactly, we desire to have a proof about the action of certain student having submitted certain assessment
(preferably at some certain time) and that this proof can be verified afterwards by a third party. Furthermore,
a student would like to have a proof about the reception of his/her submission by the assessment system (nonrepudiation with proof of reception). Digital signatures allow the building of these proofs. Although there
exist very complex non-repudiation protocols, one of the simplest ones (Zhou, 2001), which is described
below, fulfills our needs:

1. A  B : B , M , S A  B , H  M 
2. B  A : A , S B  A , H  M 
Protocol 1: Non-repudiation with proof of origin and proof of reception using a hash function

where SX(M) is the digital signature of entity X over message M, and H(M) is the result of applying a
cryptographic hash function H over message M. A might be a student who submits assessment work M and B
the web based assessment system. Optionally, a time stamp might be included in both steps.
Using X.509/PKIX based digital signatures to provide non-repudiation properties to students' assessment
influences strongly system's architecture as it forces the deployment of a PKI, which may be integrated in the
system or not.

2.3.

Integration of the X.509/PKIX framework in the system

In public key cryptography, each user owns a pair of mathematically related keys called the public key and
the private key. For a given public key, there exists only one private key. The public key is accessible by
everyone and the private key must be kept secret, and known only by the owner of the key pair. Digital
signatures on a document can only be generated using the private key. These signatures are verified using the
public key. Signatures that are produced this way can offer authentication, non-repudiation and integrity of
the signed document.
Digital signatures must be supported by a trust model that securely binds some identification of the owner
to the public key. The electronic document that ascertains the authenticity of the binding is called a digital
certificate and it is usually issued by a trusted entity (Certification Authority, CA). The certificate is a digital
signature by the CA, on at least the public key, the identification of its owner and a period of validity. When
the private key is compromised (stolen) or lost before the corresponding certificate expires, the owner must
report this to the CA to have the certificate revoked. The CA uses a publicly available list (the Certificate
Revocation List, CRL) to announce certificates that have been revoked. When a signature needs to be
verified, the verifier will first check the CRL of the CA that issued the certificate, corresponding to the
signature. If the certificate has been revoked, the signature is considered to be invalid. Different approaches

exist for trust management such as hierarchical, peer-to-peer or distributed. Each of them may configure a
trust model on which the digital certificates rely. Public Key Infrastructures (PKI) specify the processes
involved in the generation and management of public key pairs and digital certificates.
The X.509/PKIX framework specifies an architecture and a set of protocols conforming an X.509-based
PKI for the Internet (IETF PKIX WG), and is based on the X.509 certificate format (ITU-T, 2000) and on the
PKCS standards (RSA Laboratories), which define fundamental cryptographic data formats and algorithms.
Nowadays, X.509/PKIX has become the standard which most of the Internet security protocols and
technologies rely on.
The main components in the PKIX model are the following:
1. End entity: User of PKI certificates and/or end user system that is the subject of a certificate. In our
system teachers and students are considered end entities (see Figure 1).
2. Certification Authority (CA): It issues, stores and revokes certificates. In our case, the CA is integrated
in the web based assessment system.
3. Registration Authority (RA): An optional system to which a CA delegates certain management
functions such as registering users. Often, the CA and RA are merged into one. The RA is not included
in our system for the moment.
4. Repository: A system or collection of distributed systems that store and allow entities to access
certificates and certificate revocation lists (CRLs). This component is also integrated in the web based
assessment system.
5. CRL issuer: An optional system that a CA can delegate on to publish CRLs. It is not included in the
system but its tasks have been assumed by the CA.
In the X.509/PKIX framework several services are specified, but we are going to deploy the basic ones
which are described below and are depicted in the use case diagram in Figure 1:
End entity certificate enrollment. This use case obtains as a result the issuance of the end entity public
key certificate by the CA. The process is comprised by three steps:
1. Registration; all end entities must enroll into the PKI before they can apply any of the enabled
services. Usually this step is associated with the initial verification of the end entity's identity, which in
our system occurs at the same time as the registration to the web based assessment system. The end
entity is typically issued a shared secret that he/she must use for subsequent authentication as the
enrollment process continues, and as a requirement of our web based assessment system students must
deliver their digital photograph.
2. Initialization; in this step the trust relation between CA and end entity is initialized. At this point,
usually, the end entity gets the CA's certificate, although this step can be postponed. The key pair
associated with the end entity is generated, either locally by the user or by a trusted third party, and a
certificate request is submitted to the CA. In our case, the key pair is generated locally by end entities.
3. Certification; the end entity's public key certificate is issued by CA; it is communicated to the end
entity and/or published to a repository.
Certificate revocation request. An end entity may request a certificate revocation in order to make it
invalid before its expiration date.
Certificate revocation list consultation. An end entity may consult which certificates have been
revoked.

2.4.

Additional and non functional requirements

Some other requirements can be identified in our web based assessment system with integrated PKI:
● The system should be a distributed web application and the web interface should be compatible with
several browsers.
● Simplicity and usability of the system interface should be considered first over other desirable features.
● In a web based assessment system, consideration of security requirements is important (Chan et al.,
2003; Shepherd, 2003). The following security properties should be provided:
▬ User authentication.
▬ Confidentiality of communications.
▬ Access control to the system; role-based authorization for accessing different modules of the
system and its features.

▬ Non-repudiation of origin and reception for students assessment submissions, which has already

been described.
▬ Accounting (auditability and traceability) of user and system actions.
▬ Integrity.
● Session security must be also provided and actions to prevent cheating should be considered.
● Key generation should be performed by the user in his/her local system and independently of the web

browser. The signature process should be done by the web browser, with an external tool, that is, the
process should be similar to the case of using a cryptographic smart card. This requirement also
influences the architecture.

2.5.

Architecture

The chosen architecture (see Figure 2) for containing our web based assessment system with integrated PKI is
a two-tier servlet-based web application running on a servlet container on the server side, and a web client
supported by some processing capabilities on the client side. On the server side we find also a database which
contains the system's data (users, tests) and a repository with the CA's keys and certificates (issued and
revoked). On the client side, JavaScript is used to perform local form validations and to improve interactivity.
To achieve the requirements, the signature on the client side is performed via a signing applet which
communicates with the user through java graphical interfaces and with the browser via JavaScript.
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Figure 2: Architecture of the web based assessment system with integrated PKI.

Solutions to achieve security requirements (Chan et al., 2003; Shepherd, 2003). Users authenticate with
user/password, and during the test, the student's photo can be seen on the test page. To provide
confidentiality, every communication with the web application server relies on the SSL protocol. Role-based
authorization (teacher, coordinator, and student) is enforced in order to access web application components.
Also, IP’s range and time window access control is enforced when students perform tests. Non-repudiation of
students' submissions is achieved by following the described non-repudiation Protocol 1 and accounting is
achieved by logging most actions. Session security is obtained using cookies and servlet context variables.
Finally, to prevent cheating, exams are proctored and teachers must authenticate students checking the photo
on the test page.
Signature process. Signing is performed outside the web browser, similar to a smart card signature in
which the signature is generated inside the card and the private key never leaves the card. In our case, the
private key will be known to the signing applet, which will perform the signature. In this step, a signed applet
shows the student the answered test. Using a signed applet allows the recipient to verify the authentication
and integrity of the code, furthermore, it provides a way for identifying which code is authorized with special
permissions not given by default to code executed inside the Java sandbox (such as reading local files). After
revising his/her answers, the student indicates where the private key is stored, and types the password that
protects the key. The signing applet performs the signature, appends it to the answered test and submits it to
the server.

2.6.

Prototype implementation and evaluation

We have implemented a prototype of the system on a PC with Windows XP Professional (Intel(R) Pentium
Processor 1500 MHz, 512 MB RAM). The used servlet container is Tomcat 5 Servlet/JSP container. Web
browsers compatibility has been tested with Netscape Communicator, Internet Explorer and Mozilla FireFox.
To implement the X.509/PKIX framework, we have decided to use a Java Cryptography Provider library
and the following key and certificate management tools: Sun keytool and Pankaj Kumar's Java Security
Tool Kit (http://www.j2ee-security.net). The selection of this simple solution instead of other more complex
PKI implementations has been made because it allows students to practise in laboratory with the same
technology that they afterwards have to use in order to obtain their certificate for the web based assessment
system. This facilitates the main goal of this proposal.
The prototype has been evaluated by an experimentation group of 28 volunteer students over the whole set
of 83 students enrolled to the subject. Only 21 of the students in the group completed successfully the process
of certification and assessment at least one of the three times they were asked to. At the end, the 28 students
in the experimentation group were requested to evaluate the prototype by filling up an anonymous evaluation
form. The most relevant questions contained in the evaluation form are the following:
Table 1: Questions in the evaluation form

(Figure )
Serie
(a) 1
(a) 2
(a) 3
(a) 4
(b) 1
(b) 2
(b) 3
(b) 4
(c) 1
(c) 2
(c) 3

Question
The prototype is adequate to assess the laboratory of this subject using web-based tests
The prototype enhances the previous paper-based assessment process because of automatic
correction
The prototype enhances the previous paper-based assessment process because of automatic
feedback of the grade
It is adequate to perform ONLY web-based tests (not both paper- and web-based) using the
prototype
It is adequate to integrate digital signature in web-based assessment systems for issuing proofs
of origin for teachers
It is adequate to integrate digital signature in web-based assessment systems for issuing proofs
of receipt for students
To use digital signatures integrated in web-based assessment has helped me to understand this
technology
To use X.509 certificates and performing the related PKIX processes has helped me to
understand this technology
Your experience in the evaluation of the prototype has been positive
It would be adequate to repeat the experience next year with students of this subject
It would be adequate to extend the experience to other subjects

Statistics obtained for these questions are presented in Figure 3. Results in Figure 3a show that students
evaluate positively web-based assessment but do not completely trust it, as 46% of them do not agree on
performing the tests using only the prototype (question a4). This fear is probably caused by the novelty of the
system for the students or by the preliminary state of the prototype. In Figure 3b results show (questions b1
and b2) that 85% of the students agree on integrating digital signatures to provide proofs of origin and receipt
respectively for teachers and students, but a slightly minor percentage of 70% (questions b3 and b4) considers
that using the prototype helped him/her to understand better digital signatures and X.509/PKIX framework.
Our interpretation of these results is that students assess the integration quite positively but more work needs
to be done in the prototype in order to enhance its usefulness for helping students to understand target
technologies. About the evaluation of their experience using the prototype, nearly 70% evaluate it positively,
and consider advantageous to repeat the experience next year and in other subjects.

3. CONCLUSION
With our proposal we achieve in a simple way three goals at the same time: web based assessment, nonrepudiation for students' submissions using X.509/PKIX based digital signatures, and innovating the teaching
of Security on Information Technologies at Higher Education levels.

It is well known that performing Web based tests and marking them automatically offers several
advantages for both students and teachers. Students' authentication and non-repudiation of their assessment
submissions stands as one of the main security problems in web based learning. Although digital signatures
are a widely used mechanism to provide non-repudiation security services (Zhou, 2001), most known elearning systems do not integrate this technology yet. One of the achieved goals of the proposed system
addresses this issue, as we investigate the introduction of X.509/PKIX based digital signatures for nonrepudiation in multiple-choice test web-based assessments. Furthermore, another main contribution of our
research is the innovation in the teaching of digital signatures based on the X.509/PKIX framework. This
innovation targets the enhancement of students' understanding and learning of this technology by immersing
them in an environment (the web based assessment system) where the use of X.509/PKIX based digital
signatures is mandatory for them. The authors also believe that using the X.509/PKIX technology directly
will motivate students to learn it.
Our web based assessment system has an integrated PKI that has to be deployed and maintained, which is
not a straightforward task. Furthermore, users must be educated in the use of the PKI. This shouldn't be a
problem if the users are going to be students with a computer science background, but if we want to extend
the use of the system to other student profiles, we will have to make it more user-friendly and more effort has
to be put in user education. On the other hand, extending the use of the system to all students offers them a
relatively simple environment for understanding and learning about digital signatures in a easy way,
becoming e-identity educated citizens.
Results show that the experience has been a success, although some aspects must be enhanced mainly trust
of students on the system and pedagogical capabilities of the prototype.
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Figure 3: Statistics of the prototype evaluation by the experimentation group

Some future work can be identified:
Migrate the system to XML and make it compliant with existing e-learning and education standards.
Using the system with students from non-technical faculties.
Integrate the system with an enhanced out-of-the box PKI (OpenCA) with an LDAP repository
(OpenLDAP) and a complete set of PKI services; integrate the system with the signature functionality
on an electronic identity card.
4.
Make the system modular in order to integrate it easily with other web based e-learning systems.
5.
Enhance the system's functionalities, usability and security. Enhance pedagogical capabilities.
1.
2.
3.

6.

Explore the use of qualified electronic signatures, to ensure the legal aspect of non-repudiation.
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